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Abstract:
In this paper we will describe the results of the tests and pilot implementation of a decentralized loan
system based on universal, sovereign, and interchangeable user credentials built with blockchain
technology [4], this new mechanism has the potential for integration through interchangeability
agreements with all types of library management systems (ILS) independent of its distribution name,
whether it be commercial software, open-source technologies, or custom-developed systems. It could
also be adopted in local, national, or international contexts, whether it be in university library networks,
public libraries, or specialized information units. Also, due to the intrinsic nature of blockchain
technology, this mechanism will create the technical and conceptual basis for the development of a
universal digital self-sovereign library identity, accommodating new lending mechanisms and
decentralized information services with the potential to operate in contexts of international or even
continental agreements.
The concept test and pilot implementation were carried out in a testing environment provided by the
Directorate of Information Services and Libraries of the University of Chile (SISIB) with the
coordination and support of its team of professionals.
Keywords: Information for sustainable development, Decentralized library infrastructure, Fourth
industrial revolution, Universal library identity, Blockchain
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Introduction
The internet has provided the opportunity to access and democratize information in the most
powerful ways we have seen in the history of mankind, e-mail, social networks, institutional
portals, information systems, library management systems, and digital libraries are only some
of the great contributions that have been conceived in this century. Despite the aforementioned
and in a broad sense, the internet has not provided the possibility to transfer so-called “value
assets” in a direct, secure, and distributed way, which is not equal to the innovations derived
from the collaborative economies represented by UBER, Airbnb, or Netflix; whose service
models, although international in nature, generate value with returns to very few and rarely in
a massive way.
The transfer of value is already a reality and has its intrinsic foundations in the first and bestknown cryptocurrency: Bitcoin. This technology was conceived in 2009 as a protocol that made
it possible to transfer information “peer to peer” in a safe, immutable, and easily distributed
way, and is based on what is known as a blockchain. Blockchain technology allows you to
transfer all kinds of value instantly and safely such as; registers, contracts, goods, shares,
patents, certificates [1] and also allows you to autonomously manage,in a decentralized fashion,
all kinds of processes, organizational areas, and/or activities that are "tokenizable" in a digital
context, for example; the management of traceability, product origins, documentary processes,
decentralized loans, and governance of the most diverse contexts, among many others.
Although Bitcoin is one of the best-known applications of blockchain, this technology, in
theory, has the potential to be applied in all industries and sectors both to capture and manage
knowledge, and also to allow the administration of information in a distributed and
decentralized manner, without the need for central authority through the so-called smart
contract agreements between peers that were first developed by the Ethereum platform [10]. If
we take it to the information management sector, blockchain allows for the administration of
all types of registration and/ or legal documents without any state, company or person
controlling or supervising it, from birth certificates, domain titles, medical records, academic
certifications, election votes, among so many others.
Blockchain technology will make it possible to innovate in value propositions provided by
libraries and information units, which could radically change how they are designed and made
operational, as well as add value to their services, whether it be through the sovereign identity
of libraries, distributed loan systems, or decentralized document management. These realities
should be complemented by other ongoing disruptions such as Big Data, artificial intelligence
and the Internet of Things (IoT).

2

Theoretical Framework
According to the statement made by IFLA in August 2013, “Access to information is a
fundamental human right that can break the cycle of poverty and support sustainable
development. The library is the only place in many communities where people can access
information that will help them improve their education, develop new skills, find jobs, create
businesses, make informed decisions about agriculture and health, or obtain information on
environmental issues. Their unique function makes libraries partners in an important
development, both by providing access to information in all formats and to the provision of
services and programs that meet the needs of information in a changing and increasingly
complex society.” [13]
According to this approach, libraries are social icons of crucial importance, and each country
and/or region can catalyze its governance actions by systematizing and disseminating
information in support of the 2030 agenda for sustainable development proposed by countries
and set up by the United Nations. [11]
In this sense, the crucial points raised by IFLA that enable the democratization of information
in Latin America are the following:
1. Libraries offer opportunities for everyone.
2. Libraries empower people for their own personal development.
3. Libraries offer access to knowledge of the world.
4. Librarians provide expert guidance.
5. Libraries are part of a multi-stakeholder society.
6. Libraries must be recognized in development policy frameworks.
We believe that information transformed into knowledge is the main asset and enabling
resource for libraries to support the achievement of the 2030 development goals in a systemic
and operational way. Through a more educated society and political decisions driven by
science, research, and by common agreement; the countries of the region can become
developed.
For centuries, libraries have had the status of being reliable, respected, and close to the
community, which is why we propose to take full advantage of the social capital that the library
has in order to catalyze access to information and knowledge sources that countries require to
achieve economic and social development, as well as a strong commitment to the environment.
It is essential to conceive an infrastructure and library networks that can consequently enable
the aforementioned idea, and from this point of view, the framework of this paper focuses on
the ability of the region to create information systems and decentralized library networks with
high standards of efficiency in terms of information structuring and knowledge transfer.
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Decentralization of access to information and knowledge
Before the invention of Bitcoin technology 1 , there were no mechanisms that allowed the
transfer of value effectively without having to depend on a central authority. As we will see
later, the intrinsic foundations of this technology gave way to what is now known as a
blockchain, which undoubtedly has its foundations in the concept of decentralization and
distributed node networks, which results in the replacement of a central authority with the
distribution of trust among peers.
As distributed technologies advance, applications and usage contexts become more extensive.
Just as Blockchain and smart contracts are being used [12] to decentralize and manage the use
of electric energy, various mechanisms can also be created for Latin American library networks
to use peer-to-peer technology to enable sovereign identities of library services as well as
provide a series of new information services with decentralized and portable features without
barriers of time, geography, or technology.

Self-sovereign digital identity
Identity can be understood from different points of view, however, according to the Real
Academia Español (RAE), it is defined as the “set of characteristics of an individual or a group
that characterize them in front of others” 2. From a digital point of view, on one hand, we have
the Scandinavian model in which private companies provide digital identity services to the
public administration and thus the state can establish the relationship with citizens, and on the
other hand there is also the continental model in which case the state provides the service of
assigning identities to the industry and private sector so that they can create relationships with
citizens and customers.
Due to the latest events of loss, theft, and inefficient administration of data belonging to
millions of users and stored in large internet and social network companies, it has reached an
imperative turning point to give way to the idea of a self-sovereign digital identity, a concept
which is still difficult to define by itself, but its principles have been discussed for some time.
The fundamental principles described in detail by entrepreneur and technology advisor
Christopher Allen [3] are described below, where the author seeks to establish a starting point
to address the understanding of self-sovereign identity:
1. Existence: Users must have an independent existence. Any identity of self-sovereignty is
ultimately based on the ineffable “I” which is at the heart of the identity.
2. Control: Users must always have control of their identities. They should always be able to
consult, update or even hide their own identity. They should be able to choose free access or
privacy as they prefer. This does not mean that a user arbitrarily controls all aspects of their
identity, but that they must authorize (sign) each time a request is made about the use and/or
access to their data.

1
2

Bitcoin, A Peer-to-Peer Electronic Cash System: https://bitcoin.org/bitcoin.pdf
Definition of Identity from RAE: https://dle.rae.es/?id=KtmKMfe
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3. Access: Users must always have access to their own data. A user should always be able to
easily retrieve all requests and other data within their identity. There should be no hidden data
or alternative access. This does not mean that a user can necessarily modify all the requests
associated with their identity, but it does mean that they must be aware of them. Neither does
it mean that users have access to data from other identities; only to theirs.
4. Transparency: Systems and algorithms must be transparent. The systems used to manage
and operate an identity network must be open, both in its operation and in its management and
updating. The algorithms must be free, open-source, well-known, and as independent as
possible from any particular architecture; anyone should be able to examine how they work.
5. Persistence: Identities must be long-lasting. Preferably, the identities should last forever, or
at least for as long as the user wishes. Although it is possible that private passwords need to be
rotated and data can be changed, the identity remains. This should not contradict the “right to
be forgotten”; a user must have an identity if they wish and the data must be modified or deleted
as appropriate over time.
6. Portability: Information and identity services must be transportable. The identities should
not be maintained by a third-party entity, even if it is a trusted entity. The problem is that
entities can disappear, and on the Internet, most do. Policies can change, so users can move to
different jurisdictions. Transportable identities ensure that the user maintains control of their
identity no matter what happens, this can also improve the persistence of an identity over time.
7. Interoperability: Identities should be as widely usable as possible. Identities have little
value if they only work in limited niches. The goal of a 21st-century digital identity system is
to make identity information widely available, crossing international borders to create global
identities, without losing user control. Thanks to persistence and autonomy, these identities
may be continuously available.
8. Consent: Users must control and accept the use of their identity. Any identity system is
based on sharing that identity and its requests, and an interoperable system increases the
amount of exchange that occurs. However, data exchange should only occur with the user's
consent. Although other users, such as an employer, a credit agency or a friend may submit
applications, the user must still give their consent to be valid.
9. Minimization: The amount of data shared should be minimized. When the data is disclosed,
such disclosure must include the minimum amount of data necessary to perform the task in
question. For example, if only a minimum age is required, then the exact age should not be
disclosed, and if only one age is requested, then the date of birth should not be disclosed.
10. Protection: User rights must be protected. When there is a conflict between the needs of
the identity network and the rights of individual users, then the network must prioritize the
preservation of the freedoms and rights of individuals over the needs of the network. First and
foremost, resistance to censorship and attacks must be ensured.
The principles of the typical digital identity of our day have been evolving for at least two
decades, starting with centralized identities drifting towards user-centered identities, and
finally giving rise to the empowerment of self-sovereign digital identities.
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Based on the aforementioned statement, currently, the promise of self-sovereign digital identity
has a narrow opportunity to be enabled through Blockchain3 technology. From a functional
basis, Alex Preukschat [9] refers to identity as the set of attributes associated with a person,
which are described as follows:
1. Attributes associated with a person, among which we find age, height, date of birth,
biometrics, etc.
2. Attributes accumulated over time, such as academic information, bank history, medical
information, navigation metadata, purchase history, etc.
3. Designated attributes, which in general are those assigned from the state and companies to
citizens such as identity card number, passport number, telephone number, email address, etc.
The foundations of an ecosystem of self-sovereign digital identities are based on a transaction
structure composed of three main actors that are self-managed without the need of a central
intermediary; 1) the individual/user (identity owner), 2) institution (party that trusts) and 3)
issuing entity (third party) that certifies the veracity of the individual/user data. Sovereign
identity blockchain systems use the blockchain to register decentralized identifiers (DID)4 .

Figure 1, proposed by Phillip Windley, presents the essential elements of a digital identity
system based on Blockchain:

Figure 1: Operation of a digital identification based on blockchain.
Source: Adaptation proposed by Phillip Windley5

Known in Spanish as “cadena de bloques.”
Decentralized Identity (DID) is a set of characteristics that define objects uniquely.
5
Academic profile: http://phil.windley.org/
3
4
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Blockchain technology
In a broad sense, blockchain technology is an information storage system, also defined as a
registry distributed among different cryptographically protected participants and organized into
related transaction blocks [12]. Expressed from a systemic point of view, a blockchain is a
decentralized, anonymous, immutable, and counterfeit-free universal register that provides
scope and possibilities never before seen by any technology.
Blockchain is based on a set of transactions that are organized and stored in blocks. Each block
is ordered chronologically and consists of; a block number and an alphanumeric code known
as HASH, and is digitally signed through a public-key and private-key cryptograph
Below we have identified the functional elements inherent to Blockchain technology:

Figure 2: Functional elements of blockchain technology [15]
Source: Self-made

Blockchains are based on a series of innovations in the organization and exchange of data. The
objective is to create a unique version of the truth, verified by all the participants of the network,
that contains a richer data set than the one that exists in any local system. This, in turn, allows
new industry processes to be developed, based on the use of transparent and real-time data, the
immediate settlement of transactions, as well as the expansion and use of “smart” automatic
execution contracts [8], with the organizational logic encoded in a distributed register; better
known as a “ledger.”
In general terms, the following three types of blockchain systems exist:
1. Public: This type of blockchain is the original, derived and/or adapted from the Bitcoin
protocol. In this type of network, everyone has access to visualize transactions and can
participate in the consensus process.
2. Federated: Only some of the participants have the permission to participate in the consensus
mechanism; this type of blockchain can be public or subject to income restriction where
normally its ideal use is for networks and/or clusters of interests.
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3. Private: Normally this type is used in business environments and/or internal organizational
contexts. Although the number of nodes is vastly greater in comparison to the original idea of
a public blockchain, the use of these has demonstrated very high potential; not only in
information security needs but also to tokenize all types of business process or business
operation.
The set of benefit schemes provided by blockchain technology is represented in Figure No. 3.

Figure 3: Benefit schemes of Blockchain technology
Source: Blockchain in Capital Markets, The Prize and the Journey, Oliver Wyman & Euroclear,
February 2016

Blocks
Blocks are files or text elements that contain information that is intended to be stored. They
form a string because each block has information about the previous one and this in turn about
the one before, and it follows that sequence until the information is referenced to the first block
of the chain known as the “genesis block.” The information that allows each block to be related
is called HASH6 ; this is a high-quality ID or serial relationship. The second component of a
block is the list of transactions corresponding to the specific blockchain, and the third
component is the information corresponding to the proof of work; mostly known as “nonce”7.

6
7

A Hash algorithm converts an arbitrarily large amount of data into a fixed-length Hash.
It works as a control element to prevent others from manipulating the information within the blocks.
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Figure 4: Depiction of a blockchain
Source: Self-made

Network of nodes
It refers to a P2P 8 network of a series of distributed and decentralized elements that have
blockchain software installed. The nodes are hardware components that support the software
of each particular blockchain that it is considered to manage, which can be done from a personal
computer, a company server, or simply a mobile phone that has such software installed. The
important thing is that regardless of the computational capacity of each node element, everyone
must have the same software to establish communication between them. If they do not have
the same communication standards, then the nodes cannot belong to any blockchain; be it
public, hybrid or private
Figure 5 represents a network of nodes interconnected with each other through the same
communication software.

Figure 5: Depiction of a network of nodes
Source: Self-made

8

A well-known example of a P2P network is the internet service BitTorrent - https://www.bittorrent.com
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Consensus Mechanisms
To establish trust between the parties that participate in a decentralized network, it is necessary
to define mechanisms so that all the participants of the network agree on the new information
that is integrated into the blockchain, the above is done through the so-called consensus
mechanisms.
The main objective of the consensus mechanisms is to verify that the information incorporated
into the blockchain registry is valid. The validity of the next block added to the chain is of
crucial importance, therefore, to validate the transaction, the verification of all network
transactions must be delayed until the last minute, ensuring in this way that no double expense
or invalid data is recorded.
As the blockchain system has evolved, different mechanisms have emerged in parallel for the
verification of information among the participating nodes of a blockchain network. These new
consensus mechanisms have similarities and differences that adapt to the objectives and
purposes of each case. The fundamental difference between each consensus mechanism is the
way to delegate and reward the verification of transactions.
The most popular consensus mechanisms are currently “proof of work” (PoW) and “proof of
stake” (PoS), but there is also the consensus mechanism “proof of existence” (PoE) whose
application potential is very relevant for information and file management contexts:

1. Proof of Work (PoW): It is the process of hashing the identifier of each block randomly,
changing a parameter known as a nonce, where mining occurs at the moment that the resulting
hash matches a specific objective. The function of doing HASH cannot be predetermined, nor
can you create a pattern that will produce a specific HASH value. For this reason, the only way
to produce a resulting HASH that matches a specific objective is to try again and again,
randomly modifying the input until the resulting HASH occurs.
2. Proof of Stake (PoS): In this consensus mechanism, the creator of the new block is chosen
in a deterministic way; depending on the number of tokens they possess, which is also defined
as participation. In the participation test, the validators do not have to use computational power
because the only factor that influences their probability of winning is the total number of
tokens, robustness, and breadth of the network.
3. Delegated Proof of Stake (DPoS): It was created to effectively solve the scalability
problems of blockchain technology, as well as guaranteeing a high level of safety and
robustness compared to the proof of work mechanism. In this mechanism, all network
participants vote an elect a series of “delegates”. Once chosen, they form a group that allows
the Byzantine Fault Tolerance (BFT)9 protocol to be implemented.

9

Known as (BFT), it is the resistance of a fault-tolerant computer system, in distributed systems.
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4. Proof of Existence (PoE): It is a consensus mechanism inherent in the immutable capacity
of blockchain. This mechanism creates a non-modifiable time stamp for all types of documents
and/or records and can be applied in any business or organization area, furthermore the
cryptographic method of this mechanism links a blockchain transaction uniquely to each
document. This allows the user to later certify the properties of the document and/or the existing
data, and thus publicly demonstrate certain contents and information without revealing private
areas associated with the data. The scope of this mechanism is especially useful in document
management, archiving, digital signatures, content and business files.

The following Figure 6 shows different existing consensus mechanisms.

Figure 6: Types of consensus algorithms
Source: Website: 101Blockchains.com10

Standard Communication Protocol
As in the TCP / IP internet protocol or the SMTP protocol for the exchange of emails, the
communication protocol of blockchains works in the same way, since a node must first be
established with the other participating nodes using a common protocol to participate in the
network communication.

10

Consensus algorithms: https://101blockchains.com/es/algoritmos-de-consenso-blockchain/
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Decentralized Node Network
Unlike a centralized system, where all the information will be controlled by a single
intermediary entity, here all the participating nodes of the network generate consensus. In a
decentralized network, all nodes are equal to each other, which means that the hierarchy
between the nodes is non-existent, unlike the above case of a private Blockchain network where
there is a hierarchy.
Figure 7 demonstrates the difference between a centralized, decentralized, and distributed
network:

Figure 7: Difference between Centralized (A), Decentralized (B), and Distributed (C)
Source: “A City is Not a Tree” [2]

Ethereum platform and smart contracts
It is a decentralized platform that allows the creation and maintenance of agreements, better
known as smart contracts, between parties without the need for intermediaries. This platform
is based on blockchain technology and supported by ETH exchange tokens, and the consensus
mechanism used is the Proof of Stake (PoS).
The main features of a smart contract are the following:
1. They are self-executed and enforced irrevocably.
2. They do not require an intermediary entity.
3. These are programs that do not have an interpretation measure.
4. They can be created by natural and legal persons and also autonomously by software
applications.
5. The coding of the contracts is public and visible.
6. They are immutable and cannot be reversed.
The Ethereum platform and its smart contracts have a potential utility that cannot yet be fully
elucidated, although, in many industries, such as; finance, logistics, retail, and electronic
commerce, they have already used smart contracts successfully. Their applications in
information management, archives, and libraries are still very incipient, and only recently have
they ventured into investigating, determining, and carrying out cases of successful applications
that demonstrate concrete benefits in areas of information management.
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Methodology
To conduct the project, the design of the service model and value proposition of this new
mechanism were the first elements to be produced. Given the potential scope that this has, the
service model was chosen to design first by taking the methodology, “Reinventing your
business model [6], as a reference. The project service model seeks to materialize the strategic
approach by describing the value proposition, key resources, key processes, the formula of
benefits, and their respective scaling opportunity. Therefore, this frame of reference allowed
the systematic alignment of the project objectives with the most relevant requirement patterns
of a Latin American University Library.
Regarding technological development, the agile software development methodology was used,
which includes a group of applied methodologies for software creation that bases its
development on an iterative cycle, in which the needs and solutions evolve through
collaboration between the different teams involved in the project11.
Figure 8 demonstrates the summarized application of the methodology used.

Figure 8: Methodological framework for the blockchain project development
Source: Self-made

The following is a description of the different elements:
1. Identify the use case: This is the starting point; a clear approach is required regarding the
strategic positioning and potential Latin American impact to which the project aspires.
2. Proof of concept: This stage establishes how to convert the elements of the projected proof
of concept into a value proposition for users, as well as the potential generic use in information
management.

11

Agile software development: https://es.wikipedia.org/wiki/Desarrollo_%C3%A1gil_de_software
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3. Field test: This is executed once there is proof of concept. In this phase, the elements
conceived in the platform are tested in a controlled yet realistic environment.
4. Platform deployment: This activity is executed in a real and productive environment, and
it is monitored so that the pilot platform interacts in a setting with at least one university library
management system.

Conceptual design of the service model
Primarily, the conceptual model of innovation is supported by an expanded vision and scope
of library and information services in Latin America; with the purpose to support the execution
of the development plans of each country. It is proposed that the previous statement will be
achieved through the use blockchain technology and its ability to enable self-sovereign library
credential mechanisms that will initially allow access to library services (university, public,
and specialized) in the region without geographic limitations or at least with a considerable
decrease in these barriers. These new mechanisms will also make it possible to create and/or
redesign the conventional library service models, which are driven by the massive use of data
(Big Data) and the shared use of other emerging technologies (Artificial intelligence and
Internet of things), and so these could give way to autonomous, intelligent, and adaptive
libraries regarding the value propositions of information services.
Figure 9 depicts the conceptual model of decentralized credentials of library users based on
blockchain technology:

Figure 9: Conceptual model: Decentralized library user credentials, based on self-sovereign user
credentials built with Blockchain technology
Source: Self-made
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Operationalization of the pilot implementation
The operation of the proposed solution allows an individual of any nationality and geographic
location to create their decentralized library credentials within the blockchain network, in
which they can self-manage as well as maintain control and self-sovereignty of their personal
information.
To put this pilot into operation, we had the collaboration of the Directorate of Information
Services and Libraries of the University of Chile (SISIB), who were kind enough to provide us
with access to an isolated test environment (Sandbox) belonging to the integrated system of
Alma Libraries. This allowed us to have an important component enunciated within the library
credentials model in order to perform fluid interoperability tests between the integrated Alma
system and the smart contract deployed and operated on the Ethereum blockchain.

Technological Model
The technological solution will allow the user to access any library system and make a request,
either directly by carrying their credentials in physical libraries, or by accessing document
collections in their web catalog without any geographic barrier.
Figure 10 represents the technological model of decentralized credentials of library users based
on Blockchain technology and their respective elements:

Figure 10: Technological model: Self-sovereign credentials of library users built with

Blockchain technology
Source: Self-made
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The description of the elements of the technological model is the following:
1. User: A user is a natural person who could be a researcher or student that needs to have fluid
access to the loan books in different library systems of a network of universities located in
different countries. They are able to break geographic and even political barriers given their
capacity to carry their decentralized credentials in a sovereign way ensuring absolute control
and privacy of their data.
2. Digital identity - self-sovereign credentials: It is a person’s set of characteristics, with
which they can be identified in different library management systems. This identity is managed
by the users themselves and is not stored or guarded by third parties. The individual's data is
stored in the Ethereum blockchain (testing environment); this network has thousands of nodes
worldwide and there is a copy of said identity in each node. This makes it impossible for the
user's identity to be compromised.
3. Ethereum blockchain (test environment): The decentralized library credentials are stored
and operated on one of the Ethereum test networks called Rinkeby12, and there are also other
alternative test networks, such as Ropsten, Kovan, and Goerli, that allow developers to deploy
their own projects.
4. Registration web service: A decentralized application that works autonomously and is not
controlled by any entity, and it is an important component in this credentials model. The front
is developed with the Vue.js framework based on Javascript and works on the Execution
Node.js. environment. This service interacts directly with the smart contract in the Web3.js
library. When transactions are validated in the blockchain, registration and authentication are
performed on the test database of the University of Chile SISIB Library system. To facilitate
user registration, it was necessary to install the Metamask plug-in13, which allows you to import
or create a virtual wallet; facilitating user interaction with the blockchain without the need to
install a complete node.
The platform will provide a form that allows users to create a generic identity that can be
adapted to the policies of each information system; the data requested for registration are as
follows:
Registration form
Name or Nickname
First Name
Second Name
Last Name
Second Last Name
Gender
Date of Birth
Country
Region
City
Email
Telephone Number
Occupation or Profession
Areas or Topics of Interest
12
13

Ethereum Blockchain test environment: https://www.rinkeby.io
It is a virtual wallet that allows you to run Ethereum applications directly on browsers
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The registration form is available at the following address:
https://universal-identity.prodigioconsultores.com/register

5. Test database: Automatic user registration in the SISIB Alma Libraries system starts by
managing the credentials from the Ethereum blockchain. This registration is done through a
REST-API service of the Alma integrated system using the following service URL:
https://apieu.hosted.exlibrisgroup.com/almaws/v1/users?social_authentication=false&send_
pin_number_letter=falsehttps://apieu.hosted.exlibrisgroup.com/almaws/v1/users?social_authentication=false&send_
pin_number_letter=false&apikey=API_KEY

From this moment the library and administrative staff are in a position to make loans to said
user.
Below is the JSON code where the user profile is sent to be registered in the Alma integrated
system through the REST API:

17
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The following screen shows the user, whose data is originally available on the Ethereum
blockchain, registered in the Alma integrated system.

Figure 11: User registered in the SISIB Library System
Source: Alma integrated system

User authentication in the online catalog of the University of Chile
Address: https://bibliotecadigital.uchile.cl

Figure 12: User registered in the SISIB Library System
Source: Digital Library, Primo System
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5. Web3.js Library: A library developed in Javascript that functions as a bridge between the
decentralized application and the Ethereum blockchain by channeling transactions with the
smart contract.
6. Metamask: It is a compliment that is installed in the current main browsers and allows the
import or creation a virtual wallet without compromising the security of the user's digital assets,
and it allows the user to interact directly with the blockchain from the browser.

Figure 13: Example Wallet or wallet deployed in the Metamask component
Source: Test and pilot implementation

7. Smart Contracts: It is a program that is responsible for executing all the agreements defined
autonomously without any intermediary entity, and this agreement manages the user's identity
data. This contract has an internal balance, and depending on the policies of each Library
System, could manage other areas of action or processes in the future such as managing fines,
late fees, items belonging to the acquisition of bibliographic resources, and/or payments of
suppliers, among many others14.

14

Decentralized Autonomous Organizations (DAOs): They are directed through a series of smart contracts
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For the case of this pilot, the smart contract performs the following specific actions:
-

Save user.
Obtain user data.
Validate user identity.
Obtain the total number of users.

The main elements of the smart contract developed for the credentials model are described
below:
a) The initial structure of the smart contract where the user profile data is declared:
struct User {
string
string
string
string
string
string
}

name;
lastname;
birth;
run;
gender;
profession;

b) The addUser function is the one that stores all user data, which is a transaction carried out
within the contract and has a marginal cost for the user who first creates his decentralized
digital identity. This cost, called Gas15, is determined by the Ethereum network and depends
on the level of complexity of the function itself.
function addUser(string name, string lastname, string birth, string
run, string gender, string profession) public {
require(!userAdded(msg.sender));
User storage user = users[msg.sender];
user.name = name;
user.lastname = lastname;
user.birth = birth;
user.run = run;
user.gender = gender;
user.profession = profession;
addedUsers[msg.sender] = true;
total.push(msg.sender);
emit onUserAdded(msg.sender, string(abi.encodePacked(name, "
", lastname)), birth);
}

15

It is the unit that measures the computational workload required for the transactions or smart contracts on Ethereum
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c) Function that returns the user's personal data when executing the public key as a
parameter:
function getUser(address addr) public view returns (string, string,
string, string, string, string) {
require(userAdded(msg.sender));
User memory user = users[addr];
return (user.name, user.lastname, user.birth, user.run,
user.gender, user.profession);
}

d) Function that validates if a user exists by executing the public key as a parameter, this
function has no Gas cost for the user:
function userAdded(address addr) public view returns (bool) {
return addedUsers[addr];
}

e) Function that returns the total number of registered users, this function has no Gas cost for
the user:
function totalUsers() public view returns (uint) {
return total.length;
}

The next steps
Although the tests and pilot implementation were carried out successfully, up to this point the
only emphasis has been placed on the technical and functional capabilities, but an ideal web
layer has not yet been built that includes a mobile version with high usability standards which
would allow for tests in a productive context, and final adoption.
In agreement with the aforementioned statement, an authentication and registration process
based on mobile devices was developed, which in turn has biometric technology16 and access
through a QR17 code.
This capability will allow the creation of the appropriate interface so that a user can access
multiple library computer systems and share their data in a controlled manner, which will be
available in their own user wallet without interruption or geographic limitations.

16
17

Accesses based on one or more intrinsic physical traits.
Quick Response code
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The following design and identification process will be developed:

Figure 14: Conceptual model of the mobile authentication process
Source: Self-made

Advantages of self-sovereign credentials development vs. traditional mechanisms
There are numerous advantages of the self-sovereign digital identity mechanism developed in
this project. Currently, there are eight fundamental advantages that this mechanism has in
comparison to the traditional identity mechanisms found in the vast majority of Latin American
Library systems.
The following table shows how a decentralized identity system can be beneficial for Library
users and their own personal data.
Centralized digital identity

Self-sovereign digital identity
Identity Owner

Sovereign control does not exist

Possesses control of the identity

Does no possess autonomy over their access

Can manage their accesses autonomously

Authentication is restricted to only certain contexts

Possibility to authenticate on multiple systems

There is no possibility to minimize access to personal
data

Can share only the data that they wish to

The identity is only for local use

The identity is portable and has no geographic
limitations

Interoperability subject to certain ILS system types

Interoperability in every type of ILS system

Data is vulnerable to cybernetic attacks

Data is free from attacks and fraud

The identity is vulnerable to change and is not
persistent

The identity is immutable and persistent in time

Table 1: Advantages of the self-sovereign credentials pilot system
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Generalization of the experience and definition of the domain
This point seeks to generate value in perspective of the new technological capacity developed.
The use of these elements and methodology provided the necessary support to be able to
strategically implement the solution developed in this pilot test and make it reusable with the
capacity to be extrapolated and adapted to other needs.
En Figure 15 shows the three functional areas belonging to the domain of the project, which
together forms the basis of a decentralized loan credentials mechanism that could provide the
basis for scaling up to a universal user identity system for libraries.

Figure 15: Functional domain of the developed model
Source: Self-made

The developed model can be adapted and used as a basic authentication and registration
mechanism for all types of library information platforms and/or services, and its pillars are
based on the three following elements; Control and access, Portability and Minimization of
information. This new mechanism could be perfected in order to create an expanded solution
which would give way to a global universal user identity mechanism for libraries.

Domain Extension
The domain of use for this model can be extended to any type of area of other institutions,
companies, or organizations that have information units, libraries, and archives.
Furthermore, at a larger scale, a single system to access information platforms and/or libraries
can be integrated as the sole authentication mechanism for all the systems and technological
platforms of an organization.
Based on the specific experience with this innovation project, Figure 16 shows the extension
of the domain for the three types of information units that form a highly relevant organizational
pattern that many organizations have, and it also states some of the benefits brought about by
blockchain technology which has value characteristics that are applicable to all types of
information units and serve as complements to a universal user identity solution for libraries.
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Figure 16: Standard use in three types of information units
Source: Self-made

Conclusions
Knowledge is an enormously valuable resource that can change the world, and with the support
of new technological mechanisms, libraries and other types of information units in Latin
America have the opportunity to create shared and integrated information services and
platforms that will allow citizens to access information in a sovereign portable manner without
geographic barriers.
This project addressed methodologies and techniques that enabled the creation of new
mechanisms defined as self-sovereign user credentials and their conceptual bases have the
potential to become a unique solution to define the universal identity of libraries. In this sense,
all the objectives of the project were fulfilled, of which the following were the most significant:
a) Design a strategic approach and service model of the project, with the purpose of having
guidelines for concrete actions and aligned with the objectives set.
b) Research and study the theoretical framework, which contains elements supporting the
systematization of the methodology used to develop new services by applying technological
innovations.
c) Explore, develop, and implement solutions based on records taken from the Ethereum
blockchain network and the creation of smart contracts.
d) Modify blockchain technologies and digital identity in order to make them interoperable in
library management systems. This set of elements make up the technological architecture that
enables the proposed service model.
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e) Regarding this proof of concept and pilot, it was concluded that there are at least eight
perceived tactical advantages of the implemented pilot over traditional mechanisms, however,
the challenge in the immediate future is to perform actions that will allow the quality and
breadth of the model to increase in scale. The details of the improvement areas are found in
table 1: Advantages of the self-sovereign credentials pilot system.
f) Generalizations were made regarding the set of elements that make up this technological
innovation in order to project the solution to other types of contexts. One of the potential
contexts to be studied is units and/or areas of information management in organizations, which
may be, among others; libraries, document management units, and archives. The
aforementioned idea is detailed in the point: Generalization of the experience and definition
of the domain.
As a first approach to this type of project, both Prodigio Consultores, in coordination with the
Directorate of Information Services and Libraries of the University of Chile (SISIB), deployed
the necessary resources that allowed this pilot implementation to be carried out. The results of
said implementation demonstrate a high potential for improvement and scaling, as well as
providing strategic and practical-technological learning in terms of enhancing the knowledge
generated in libraries in a decentralized and far-ranging way. Furthermore, they will not only
be able to support local and national objectives, but also international objectives.
Finally, as demonstrated in this work, blockchain technology and its scope in self-sovereign
digital identity have been proven to be concretely feasible for adaptation to multiple industries
and contexts. With respects to cases of use in library networks, the tested mechanisms are a
starting point for other library systems or private organizations to generate new knowledge and
applications using the approaches, concepts, and results developed in this project.
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